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LESSON OVERVIEW 
 

Associated Unit 
Image Hiding 

 

Summary 
Image Hiding (Steganography) is the process of taking one image and hiding it within another 
image.  This is used for security purposes to protect sensitive information and to send 
information without detection.  The following mathematical topics are used in this process:  
points, lines, planes, collinear points, coplanar points, conditional statements, and probability.  
This lesson plan explores these topics in 4 modules.  The first explores the basics tools of 
Geometry and relates them to the basics of images.  The second teaches students to use 
conditional statements with Octave, a computer programming language.  The third takes 
students through the actual steps of image hiding in Octave and the last shows students how to 
provide extra security when hiding images using probability. 
 

Engineering Connection 
 "Steganography is used widely in the engineering field, which is applicable but not limited to 
the following areas, 1) Confidential communication and secret data storing; 2) Protection of 
data alteration; 3) Access control system for digital content distribution 
4) Media Database systems (Kawaguchi, Noda and Niimi) [1]. Image hiding, as one of the 
techniques in Steganography, contributes a lot in copyright protect, monitoring and invisible 
communication.  
In this project, students apply the concepts of image hiding when they hide their secret image 
information in a covered image. Students will not only learn the basic idea of image hiding, but 
also dig out how to do image processing using Octave/Matlab.  

 

Subject Area 
Geometry 
 

Time Required 
Lesson:   Based on 50-minute periods 

o Plan A (full implementation): 7 days 
o Plan B (partial implementation):  5 days 
o Plan C (no computer lab time):  2 days 

 For more detailed timelines and suggestions on implementation, please see “Lesson 
Procedure” and “Lesson Scaling”. 
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Grade Level 
Grades 9-12 
 

Standards 
MAFS.912.G-CO.1.1 & CCSS.Math.Content.HSS.G.CO.1.1:  Know precise definitions of angle, 
circle, perpendicular line, parallel line, and line segment, based on the undefined notions of 
point, line, distance along a line, and distance around a circular arc. 
MAFS.912G-MG.1.1& CCSS.Math.Content.HSS.G-MG.1.1:  Use geometric shapes, their 
measures, and their properties to describe objects (e.g., modeling a tree trunk or a human 
torso as a cylinder). 
MAFS.912CP.A.5 & CCSS.Math.Content.HSS.CP.A.5:  Recognize and explain the concepts of 
conditional probability and independence in everyday language and everyday situations. For 
example, compare the chance of having lung cancer if you are a smoker with the chance of 
being a smoker if you have lung cancer. 
MAFS.K12.MP.3.1:  Mathematically proficient students understand and use stated 
assumptions, definitions, and previously established results in constructing arguments.  
 

Materials 
computer lab, Octave, paper, scissors, copies of student handouts, markers, pencils 
 

Keywords 
binary numbers, collinear, conditional statements, coplanar, geometry, geometric probability, 
image hiding, lines, Octave, planes, points, probability, random numbers, Steganography 
 

Instructional Design Framework 
Direct Instruction, Cooperative Learning, Guided Inquiry 

 

Learning Objectives  
 To use basic terms and postulates of geometry and relate them to basic image 

processing terms. 

 To recognize conditional statements and their parts. 

 Create codes in Octave to model conditional statements. 

 To use most significant bit/least significant bit to hide images in Octave. 

 To use probability to provide extra security when hiding images. 
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Vocabulary  
 

array Row/column of pixels 

cover image This image will house the secret, “hidden” 
message. 

image A matrix of pixels arranged in columns and 
rows. 

image hiding This is the practice of hiding one image 
within another image, also called 
Steganography. 

Octave A computer programming language. 

pixel The smallest elements of an image. 

Steganography  The art of practice of concealing a message, 
image, or file within another message, image, 
or file. (Wikipedia) [2] 
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LESSON BACKGROUND & CONCEPTS FOR TEACHERS 
 
Image hiding (steganography) requires a basic understanding of the fundamentals in image processing. 
 

What is an image? 

An image is an array, or a matrix, of square pixels (picture elements) arranged in columns and rows.  

Pixels are the basic building blocks of all digital images.  Pixels are small adjoining squares in a matrix 

across the length and width of your digital image.  They are so small that you do not see the actual pixels 

when the image is on your computer monitor.  Pixels are monochromatic (all the colors, tints, tones, 

shades of a single hue).  Pixels are the smallest individual element in an image, holding quantized, 

named intensity, values that represent the brightness of a given color at any specific point. 

 

        Pixel 

 

 

 

 

   

Figure 1:  Sample image   Figure 2: Zoomed in portion of Fig. 1 showing pixels. 

Grayscale image and RGB color image 
 
Grayscale image:  In a (8-bit) grayscale image each picture element has an assigned intensity 
that ranges from 0 to 255.  A gray scale image is what people normally call a black and white 
image, but the name emphasizes that such an image will also include many shades of gray. 
 
A normal grayscale image has 8 bit color depth and 256 grayscales.  A “true color” image has 24 
bit color depth = 28*28*28=256*256*256 = ~ 16 million colors. 
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Each pixel has a value from 0 (black) to 255 (white).  The possible range of the pixel values 
depend on the color depth of the image, here 8 bit = 256 tones or grayscales. 
 
RGB color image 
 
The RGB color model relates very closely to the way we perceive color with the r, g, and b 
receptors in our retinas.  RGB uses additive color mixing and is the basic color model used in 
television or any other medium that projects color with light.  It is the basic color model used in 
computers and for web graphics. 
 
The secondary colors of RGB – cyan, magenta, and yellow – are formed by mixing two of the 
primary colors (red, green, or blue) and excluding the third color.  Red and green combine to 
make yellow, green, and blue to make cyan, and blue and red to form magenta.  The 
combination of red, green, and blue in full intensity makes white. 
 

 
Figure 3:  RGB model 

 
Pixels 
 
Each image is made up of many, many pixels (pieces of an image).  Each pixel has an intensity 
value from 0 (black) to 255 (white).  In Octave (a programming language) you can see that an 
image is represented by a matrix of numbers from 0 to 255.  These numbers are in decimal 
form and can be converted to binary form when creating an image bit-plane.  For example, if a 
pixel has an intensity value of 200, the following calculation can be made to convert it to binary 
form: 
 
200 ÷ 2 = 100  Remainder 0 
100 ÷ 2 = 50  Remainder 0 
50 ÷ 2 = 25  Remainder 0 
25 ÷ 2 = 12  Remainder 1 
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12 ÷ 2 = 6  Remainder 0 
6 ÷ 2 = 3  Remainder 0 
3 ÷ 2 = 1 Remainder 1 
 
To write the binary form start with the “1” from 3 ÷ 2 = 1 and then use the remainders from the 
bottom up:  11001000. 
 
There are many online websites that will convert numbers from decimal to binary and binary to 
decimal. 
 
Image bit-plane 
 
A bit-plane is the plane that one specific bit of every pixel creates.  In order to hide an image, 
you must convert each pixel to bit-plane.  The letters LSB stand for Least Significant Byte or 
Least Significant Bit, likewise, the letters MSB can stand for Most Significant Byte or Most 
Significant Bit.  They are a way of referring to a particular position in a group of bytes or bits.  
For example: 
 

 MSB       LSB 

Bit 
Position 

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0 

Power 
of 2 

27 = 128 26 = 64 25 = 32 24 = 16 23 = 8 22 = 4 21 = 2 20 = 1 

Bit 
Value 

1 0 0 0 1 0 0 0 

 
In the above example, the most significant bit is the position representing the highest power of 
2, which is bit 7.  The least significant bit is represented by the lowest power of 2, bit 0.  This is 
significant because in this example, Bit 0 could be removed from this bit-plane and there would 
be very little change to how we view the pixel because its bit value is so small.  On the other 
hand, removing Bit 7 would result in a large change because its bit value is so large – it is the 
most significant bit.   
 
Imagine you have a team of people working on a project.  The team leader represents the MSB 
– he/she is performing the bulk of the work for the project.  He/she comes in early, stays late to 
make sure the work is getting done.  Then there is another person that brings the coffee every 
day, but then sleeps all day and doesn’t complete any work – this person represents the LSB.  
Everyone else falls somewhere in between with their productivity.  If the coffee person (LSB) 
were to be removed from the team, of course there would be an impact – no more coffee – but 
it would be relatively small because this person did not complete any work.  However, if the 
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team leader (MSB) were to be removed then there would be a huge impact on the team 
because this person completed most of the work.  It is the same idea with pixels and bit planes. 
 
Hiding an Image 
 
Figure 4 gives an example of a bit-plane of an image, not just one pixel: 
 
 
 

 
Figure 4:  Sample image 

 

 
Figure 5:  Bit plane of Fig. 4 
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You can see in Figure 5 that the MSB (Bit plane 8) looks very much like the original image.  You 
can see the face and the body of the dog.  In fact, in bit planes 5 – 8 you can make out quite a 
bit of the original image.  However, you may also notice that bit planes #1 – 4 do not look like 
much of anything except a lot of noise.  This is because they have a small bit value and so they 
are not as significant.  This is important to know when we hide one image inside of another.  
This image will be used as the cover image that everyone will see. 
 
Figure 8 shows the bit plane of the image that will be hidden: 
 
 

   
      Figure 6: Original image to be hidden               Figure 7:  Resized image of Fig. 6 

 

 
     Figure 8:  Bit plane of Fig. 7 
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Notice Figure 6 had to be resized.  In order to hide an image, the image that is to be hidden 
must be the same size or smaller than the cover image. 
 
Now, to hide the image of “Dirty Fernando” into the cover image, the 3 MSB’s of the hidden 
image and the 4 MSB’s of the cover image will be combined into one bit-plane: 
 

  
Figure 9:  Bit plane with bits  from Fig. 5 & Fig. 8 together. 

Since 5 of the MSB’s from the cover image were used, a person will see only the cover image 
because most of the bits are from the cover image (and they are in the MSB positions).  Only 3 
of the MSB’s from the hidden image were used (and they were placed in the LSB positions) so 
the human eye will not be able to detect this image, however, it will be possible to extract 
these bits in Octave to reveal the hidden image. 
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This is the result of combining the bits: 
 

   
        Figure 10:  Figure 4 with Figure 7 hidden within.  Figure 11:  Original sample image without a hidden image. 

You can see from looking at the images side-by-side that Figure 10 and Figure 11 are almost 
identical.  This is the goal so that no one would even think that there is a hidden image. 
 

 
 

Figure 12: Bit-planes with different bit combinations. 
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You can see in Figure 12 why 5 MSB’s from the cover image and 3 MSB’s from the hidden image 
were selected rather than another combination of bits. 
 
Figure 12 shows all of the different possible combinations of bit combining.   
 
“LSB = 1” shows what the image would look like if 7 bits were used from the cover image and 1 
bit from the hidden image. 
 
“LSB = 2” shows what the image would look like if 6 bits were used from the cover image and 2 
bits from the hidden image. 
 
“LSB = 3” shows what the image would look like if 5 bits were used from the cover image and 3 
bits from the hidden image. 
 
“LSB = 4” shows what the image would look like if 4 bits were used from the cover image and 4 
bits from the hidden image. 
 
“LSB = 5” shows what the image would look like if 3 bits were used from the cover image and 5 
bits from the hidden image. 
 
“LSB = 6” shows what the image would look like if 2 bits were used from the cover image and 6 
bits from the hidden image. 
 
“LSB = 7” shows what the image would look like if 1 bits were used from the cover image and 7 
bits from the hidden image. 
 
“LSB = 8” shows what the image would look like if 0 bits were used from the cover image and 8 
bits from the hidden image. 
 
LSB #1 – 3 are all high quality images that, to the human eye, show no signs of having an image 
hidden.  These are all acceptable to be used, but when extracting the image it is important to 
have as many bits as possible to reconstruct the image.  If only 1 bit was hidden, then there will 
only be 1 bit to extract and the quality of the extracted image will be low. 
 
The quality of the image starts to diminish beginning with LSB #4 and so taking 4 or more bits 
from the hidden image is undesirable.   
 
Extraction 
 
The extraction process simply contains another bit-planes extraction and reconstruction of the 
message using insignificant bit-planes.  The image below shows the extracted message.  Note 
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that Figure 14’s quality is slightly lower than Figure 13 because it is constructed with only its 3 
MSB’s. 
 

          
Figure 13: Original image to be hidden.        Figure 14:  Hidden image after extraction. 

Weaknesses 
 
You may be thinking to yourself, “If I know the secret, what is stopping me from extracting a 
hidden image if I suspect an image is hidden in a cover image?”  This is, in fact, a downfall of 
this method, but there are variations of this method to prevent that from happening. 
 
Pseudo Random Number Generation 
 
Pseudo Random Number Generation (PRNG) can be used in image hiding to make the hidden 
image more secure.  Previously, pixel #1 from the hidden image would be hidden in pixel #1 in 
the cover image and pixel #2 from the hidden image would be hidden in pixel #2 from the cover 
image and so on.  However, if the pixels are hidden in random pixel positions, then only the 
person that knows how they were hidden will be able to extract and put them back together to 
view the hidden image. 
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Figure 15 shows how pixels from a hidden image can be randomly hidden in the cover image. 

 
Figure 15:  Hiding pixels in random order. 

Pseudo Random Numbers are, in fact, not truly random numbers.  They are numbers that look 
and seem random, but they are not actually random and can be regenerated by a computer.  
This is important for this technique of image hiding.  If the sender of the image generates a list 
of random numbers that will dictate where the pixels will be hidden, then the sender needs the 
receiver to be able to regenerate this list of random numbers in order to extract the image.  
This is where the PRNG comes into play. 
 
PRNG’s start with a “seed” number, which tells the generator where to start and then a list of 
random numbers will be generated.  Every time a person starts with that particular seed, they 
will receive the same list of numbers.  In order to prevent having a number repeat, we use 
Permutation PRNG.  Repeating numbers are undesirable because if a number repeats then 2 
pixels will be going to the same pixel location and they will have a collision.  This seed can be 
called a key and the key can be passed from the sender to the receiver so that they are able to 
extract the hidden image. 
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Probability 
 
Probability is the likelihood that an event will occur.  An event could be: 
 

 Event A:  Toss a coin, and you get a tail. 

 Event B:  Roll a dice, you get a 7. 

 Event C:  It will be sunny tomorrow. 
If you toss a coin, you might get a head or tail.  So {head, tail} is so called sample space which is 
the set of possible results of an experiment. 
 
If you toss a coin, the sample space is {Head, Tail}, the probability formula is: 
 

P(event) = 
𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑜𝑢𝑡𝑐𝑜𝑚𝑒𝑠 𝑖𝑛 𝑒𝑣𝑒𝑛𝑡

𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑜𝑢𝑡𝑐𝑜𝑚𝑒𝑠 𝑖𝑛 𝑡ℎ𝑒 𝑠𝑎𝑚𝑝𝑙𝑒 𝑠𝑝𝑎𝑐𝑒
 

 
Geometric probability uses the same idea, but incorporates the length, area, and/or volume of 
geometric shapes. 
 
Imagine you are playing darts and each time you use the same skill and strength to play.  So 
each time the probability of hitting the center circle is equal.  To find the geometric probability, 
use the following formula. 
 

P(bullseye) = 
𝐴𝑟𝑒𝑎 𝑜𝑓 𝑡ℎ𝑒 𝑐𝑒𝑛𝑡𝑒𝑟 𝑐𝑖𝑟𝑐𝑙𝑒

𝐴𝑟𝑒𝑎 𝑜𝑓 𝑡ℎ𝑒 𝑒𝑛𝑡𝑖𝑟𝑒 𝑑𝑎𝑟𝑡 𝑏𝑜𝑎𝑟𝑑
 

 
In image hiding, geometric probability can be used to show why it is necessary to use the 
pseudo random numbers technique when hiding images for extra security. 
 
Data can have many different types of distribution (how it is spread out).  One of the most 
common types is Gaussian (normal) distribution where a graph of the data looks like a bell 
curve. 
 
In Gaussian distribution, the mean, median, and mode are all equal and there is symmetry 
about the center of the graph.  Fifty percent of the data is less than the mean and fifty percent 
of the data is greater than the mean. 
 
When we know the probability of p of every value x we can calculate the Expected Value 
(Mean) of x (Random Variables - Mean, Variance, Standard Deviation) [3]: 
    E(x) = mx = ∑ 𝑥𝑛

𝑘=1 kP(xk) 
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Variance is determined by the chance of each number.  If each value in one group is more 
changeable than that in another group, the variance of that group is larger.  To calculate the 
variance follow these steps: 
 

1. Work out the mean (the average of the numbers) 
2. For each number, subtract the mean and square the result. 
3. Work out the average of those squared differences (Standard Deviation and Variance) 

[4]. 
 

V(x) = ∑ 𝑃𝑛
𝑘=1 (xk)(xk – E(x))2 

                   

 
                         Figure 16:  Probability density function with different mean and variance. 
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LESSON PROCEDURES 
Module 1:  Tools of Geometry 

 Before the lesson 

o Read “Lesson Background and Concepts for Teachers” 

o Make copies of Module 1 - Tools of Geometry worksheet 

o Get blank sheets of white or colored paper – 1 per student 

o Get scissors to cut foldables – 1 per student or students may share 

 During the lesson 

o Create a foldable for geometry vocabulary.   
 Point 
 Line 
 Plane 
 Collinear points 
 Coplanar 
 Segment 
 Postulates  

 
o Continue with foldable with image vocabulary to make a connection. 

 Pixel 

 Array 

 Image 

 

o Give students 5-10 minutes to work individually on the Module 1:  Tools of 

Geometry worksheet. 

 

o Then, have students work with a partner to compare and discuss their answers.  

You can post these questions on the board: 

 
 Do you and your partner have the same answers? 

 Why do you think they are different? 

 If you have different answers, can they both be correct? 

 Are there other possible answers? 

 

o Conduct a class discussion about their results.  Have multiple students share 

their answers on a document camera. 
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 After the lesson 

o Exit slip 

 Question #1:  Write down one new think that you learned from today’s 

lesson. 

 Question #2:  Write down one question that you have from today’s 

lesson. 

Introduction & Motivation  
How many of you use Snapchat, Instagram, or another image based social media platform?  One of the 
fastest and easiest methods of communication is through images.  The old saying that “A picture tells a 
thousand words” is a very true statement.  What you may not realize is all of the geometry that is found 
in images.  This lesson will help connect the basics of geometry with images. 
 

        Pixel 

 

 

   

Figure 17:  Sample image   Figure 18:  Zoomed in portion of Fig. 16 showing pixels. 
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Module 1 Foldable 
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Module 1:  Tools of Geometry 
 
Name _______________________     Date _______________ 
 
Directions:  Use the diagrams below to answer the questions. 
 

                     
        Image A        Image B  

In image A: 

 Draw and label point F 

 Draw and label line RO 
 

o What is another name for this 
line? 

 

 Draw and label line OG 

 Are the points F, R, O, G collinear?  
Explain. 
 
 
 

 Are the points coplanar?  Explain. 
 
 
 
 
 

In image B: 

 Draw and label 3 noncollinear points A, 
N, U 

 Draw and label line AR 

 Name the plane in 2 different ways. 
 
 

 Are the points F, R, O, G collinear?  
Explain. 

 
 
 
 

 Are the points coplanar?  Explain. 
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LESSON PROCEDURES 
Module 2:  Conditional Statements 

 Before the lesson 

o Reserve a computer lab 

o Students should have already completed the Octave tutorial 

o Make copies of the Octave tutorial - Conditional Statements  

 During the lesson 

o Teacher will give an overview of conditional statements. 

o Students will complete the Octave tutorial – Conditional Statements. 

o Teacher will circulate throughout the class giving feedback and checking codes. 

 After the lesson 

o Teacher may grade codes during class or have students email their codes to the 

teacher for grading. 

 

Introduction & Motivation  
Conditional statements are if-then statements.   

The hypothesis is the part p following if. 

The conclusion is the part q following then. 

 

Example:  If two angles are vertical, then they share a vertex. 

Hypothesis:  two angles are vertical 

Conclusion:  they share a vertex 

 

Many mathematical relationships can be described using a variety of conditional (if-then) 

statements.  These logical statements are also very commonly used in programming languages 

and in image processing.  This tutorial will walk students through the steps of programming 

conditional statements. 
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  Student Copy - Module 2:  Octave tutorial – Conditional Statements 
 

Learning Goal:  Write a code in Octave to model conditional statements. 

 

Conditional statements are if-then statements.        Octave uses if else statements to                

                 represent conditional statements. 

 

 

 

 

 

 

 

 

Directions: 

Open Octave 

In the command window, type “pkg load image” and enter.  (This must be done each time 

Octave is opened.) 

Follow the steps below and type the Octave Code into the editor window in Octave. 

 

           

 

If an angle measure is less than 90 degrees, then the angle is acute. 

 

Step 1:  Identify the hypothesis (in words). 

Hypothesis:  

 

 

__________________________________________ 

Step 1:  Let’s write this using mathematical 

symbols. 

if  a < 90 

 

Step 2: Identify the conclusion (in words). 

Conclusion: 

 

 

 

__________________________________________ 

Step 2:  You can write this in words. 

if  a < 90 

    disp (‘the angle is acute’) 
 

 

 

Step 3:  You must always end the code with 

the word ‘end’. 

The hypothesis is the part p following if. 

The conclusion is the part q following then. 

 

Example:  If an angle measure is less than 90 

degrees, then the angle is acute. 

 

if  hypothesis 

     disp (‘conclusion’) 

elseif another hypothesis 

    disp(‘another conclusion’) 

end 
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if  a < 90 

    disp (‘the angle is acute’) 
end 
 
Save this file. 

 

Step 4:  In the command window, assign a value for “a”. 

 

Step 4:   

 

a = 28; 

click “Run” to see the result 

 

Step 5:  Let’s try another value for “a”.  In the 

command window, assign a new value for “a”. 

Step 5: 

 

a = 95; 

click “Run” to see the result 

 

You will notice that in Step 4, the result was “the angle is acute”.  This is an accurate result.  However, 

in step 5 when “a” was greater than 90 you did not get a result.  The reason is because we only 

assigned a result for when “a” is less than 90.  We can include more information in the code to 

represent more situations or you can think of it as adding in more conditional statements. 

Step 6:  We know what happens when the angle is less 

than 90 degrees, but what happens when it is equal to 

90 degrees?  Write a conditional statement for when 

the angle is equal to 90 degrees. 

 

 

__________________________________________ 

Step 6:   

  

if  a < 90 

    disp (‘the angle is acute’) 
elseif a == 90 
    disp(‘the angle is right’) 
 

Step 7:  What happens if the angle is greater than 90 

degrees?  Write a conditional statement for when the 

angle is greater than 180 degrees. 

 

 

 

 

 

__________________________________________ 

Step 7: 

 

if  a < 90 

    disp (‘the angle is acute’) 
elseif a == 90 
    disp(‘the angle is right’) 
elseif a > 180 
    disp(‘it is a reflect angle’) 
 

 

Step 8:  What happens if the angle is greater than 90 

and less than 180 degrees?  Write a conditional 

Step 8:  Now that we have assigned all the 

other possibilities, the only other option is 

for the angle to be obtuse.  So you can just 
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statement for when the angle is greater than 90 

degrees and less than 180 degrees. 

 

 

 

 

 

 

 

 

 

__________________________________________ 

write else and leave the hypothesis blank.  

This means that if it doesn’t fall into one of 

the other categories then it will be obtuse.  

This is a nice shortcut.  

if  a < 90 

    disp (‘the angle is acute’) 
elseif a == 90 
    disp(‘the angle is right’) 
elseif a > 180 
    disp(‘it is a reflect angle’) 
else 
    disp(‘it is an obtuse angle’) 

 Step 9:  You must always end the code with 

the word ‘end’. 

if  a < 90 

    disp (‘the angle is acute’) 
elseif a == 90 
    disp(‘the angle is right’) 
elseif a > 90 
    disp(‘the angle is obtuse’) 
elseif a > 180 
    disp(‘it is a reflect angle’) 
end 

Save the file. 

Step 10:  Let’s try assigning different numbers for “a” 

and running the code to see if it works! 

Assign: 

“a” = 10 

What is your result? ________________ 

“a” = 100 

What is your result? ________________ 

“a” = 90 

What is your result? ________________ 

“a” = 190 

What is your result? ________________ 

 

Step 10: 

 

 

a = 10; 

click “Run” to see the result 

 

a = 100; 

click “Run” to see the result 

 

a = 90; 

click “Run” to see the result 

 

a = 190; 

click “Run” to see the result 
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Practice Exercises:  Write your own code for the following conditional statements. 

 

#1) Write a code in Octave using if else statements that states the names of different polygons 

if given the number of sides. 

 

Example:   If a polygon has 3 sides, then it is a triangle. 

       If a polygon has 4 sides, then it is a quadrilateral. 

  If a polygon has 5 sides, then it is a pentagon 

Continue these conditional statements at least up to 10 sides.  

 

#2) Write a code in Octave using if else statements that gives you Soup of the Day menu 

options in a restaurant depending on the day.  This is a program they may use so customers can 

input the day and find out what the Soup of the Day is. 

Example:  If today is Monday, then the Soup of the Day is Chicken Noodle soup. 

 

After you write your codes, test them to see if they work.  You may want to invite a friend over 

to try them to see if they work. 
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Teacher copy - Module 2:  Octave tutorial – Conditional Statements 
 

Learning Goal:  Write a code in Octave to model conditional statements. 

 

Conditional statements are if-then statements.        Octave uses if else statements to                

                 represent conditional statements. 

 

 

 

 

 

 

 

 

Directions: 

Open Octave 

In the command window, type “pkg load image” and enter.  (This must be done each time 

Octave is opened.) 

Follow the steps below and type the Octave Code into the editor window in Octave. 

 

           

 

If an angle measure is less than 90 degrees, then the angle is acute. 

 

Step 1:  Identify the hypothesis (in words). 

Hypothesis:  

 

Answer:  an angle measure is less than 90 degrees 

__________________________________________ 

Step 1:  Let’s write this using mathematical 

symbols. 

if  a < 90 

 

Step 2: Identify the conclusion (in words). 

Conclusion: 

 

Answer:  the angle is acute 

 

__________________________________________ 

Step 2:  You can write this in words. 

if  a < 90 

    disp (‘the angle is acute’) 
 

 

 

Step 3:  You must always end the code with 

the word ‘end’. 

The hypothesis is the part p following if. 

The conclusion is the part q following then. 

 

Example:  If an angle measure is less than 90 

degrees, then the angle is acute. 

 

if  hypothesis 

     disp (‘conclusion’) 

elseif another hypothesis 

    disp(‘another conclusion’) 

end 
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if  a < 90 

    disp (‘the angle is acute’) 
end 
 
Save this file. 

 

Step 4:  In the command window, assign a value for “a”. 

 

Step 4:   

 

a = 28; 

click “Run” to see the result 

 

Step 5:  Let’s try another value for “a”.  In the 

command window, assign a new value for “a”. 

Step 5: 

 

a = 95; 

click “Run” to see the result 

 

You will notice that in Step 4, the result was “the angle is acute”.  This is an accurate result.  However, 

in step 5 when “a” was greater than 90 you did not get a result.  The reason is because we only 

assigned a result for when “a” is less than 90.  We can include more information in the code to 

represent more situations or you can think of it as adding in more conditional statements. 

Step 6:  We know what happens when the angle is less 

than 90 degrees, but what happens when it is equal to 

90 degrees?  Write a conditional statement for when 

the angle is equal to 90 degrees. 

 

Answer:  If an angle is equal to 90 degrees, then the 

angle is right. 

__________________________________________ 

Step 6:   

  

if  a < 90 

    disp (‘the angle is acute’) 
elseif a == 90 
    disp(‘the angle is right’) 
 

Step 7:  What happens if the angle is greater than 180 

degrees?  Write a conditional statement for when the 

angle is greater than 180 degrees. 

 

 

Answer:  If an angle is greater than 180 degrees, then it 

is a reflect angle. 

 

 

__________________________________________ 

Step 7: 

 

if  a < 90 

    disp (‘the angle is acute’) 
elseif a == 90 
    disp(‘the angle is right’) 
elseif a > 180 
    disp(‘it is a reflect angle’) 
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Step 8:  What happens if the angle is greater than 90 

and less than 180 degrees?  Write a conditional 

statement for when the angle is greater than 90 

degrees and less than 180 degrees. 

 

 

 

 

 

Answer:  If an angle is greater than 90 degrees and less 

than 180 degrees, then the angle is obtuse. 

 

 

__________________________________________ 

Step 8:  Now that we have assigned all the 

other possibilities, the only other option is 

for the angle to be obtuse.  So you can just 

write else and leave the hypothesis blank.  

This means that if it doesn’t fall into one of 

the other categories then it will be obtuse.  

This is a nice shortcut.  

if  a < 90 

    disp (‘the angle is acute’) 
elseif a == 90 
    disp(‘the angle is right’) 
elseif a > 180 
    disp(‘it is a reflect angle’) 
else 
    disp(‘it is an obtuse angle’) 

 Step 9:  You must always end the code with 

the word ‘end’. 

if  a < 90 

    disp (‘the angle is acute’) 
elseif a == 90 
    disp(‘the angle is right’) 
elseif a > 90 
    disp(‘the angle is obtuse’) 
elseif a > 180 
    disp(‘it is a reflect angle’) 
end 

Save the file. 

Step 10:  Let’s try assigning different numbers for “a” 

and running the code to see if it works! 

Assign: 

“a” = 10 

What is your result? Answer:  the angle is acute 

“a” = 100 

What is your result? Answer:  the angle is obtuse 

“a” = 90 

What is your result? Answer:  the angle is right 

“a” = 190 

What is your result? Answer:  it is a reflect angle 

 

Step 10: 

 

 

a = 10; 

click “Run” to see the result 

 

a = 100; 

click “Run” to see the result 

 

a = 90; 

click “Run” to see the result 

 

a = 190; 

click “Run” to see the result 
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Practice Exercises:  Write your own code for the following conditional statements. 

 

#1) Write a code in Octave using if else statements that states the names of different polygons 

if given the number of sides. 

 

Example:   If a polygon has 3 sides, then it is a triangle. 

       If a polygon has 4 sides, then it is a quadrilateral. 

  If a polygon has 5 sides, then it is a pentagon 

Continue these conditional statements at least up to 10 sides.  

 

Sample answer:   
 
if a== 3 
    disp ('Triangle') 
elseif a== 4 
    disp ('Quadrilateral') 
elseif a==5 
    disp ('Pentagon') 
elseif a==6 
    disp ('Hexagon') 
elseif a==7 
    disp ('Heptagon') 
elseif a==8 
    disp ('Octagon') 
elseif a==9 
    disp ('Nonagon') 
elseif a==10 
    disp ('Decagon') 
end 

 

#2) Write a code in Octave using if else statements that gives you Soup of the Day menu 

options in a restaurant depending on the day.  This is a program they may use so customers can 

input the day and find out what the Soup of the Day is. 

Example:  If today is Monday, then the Soup of the Day is Chicken Noodle soup. 
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Sample answer: 

 
if a == ('Mon') 
    disp('The soup of the day is chicken noodle') 
elseif a == ('Tue') 
    disp('The soup of the day is tomato') 
elseif a== ('Wed') 
    disp('The soup of the day is black bean') 
elseif a== ('Thu') 
    disp('The soup of the day is brocolli cheddar') 
elseif a == ('Fri') 
    disp('The soup of the day is french onion') 
elseif a == ('Sat') 
    disp('The soup of the day is chili') 
elseif a == ('Sun') 
    disp('The soup of the day is vegetable') 
end 

 

 

After you write your codes, test them to see if they work.  You may want to invite a friend over 

to try them to see if they work. 

 
  



  Image Hiding 

 

ZAPATA/IMAGE HIDING/JULY2014 32 

  

Module 3:  Image Hiding 

 Before the lesson 

o Reserve a computer lab 

o Students should have already completed the Octave tutorial 

 During the lesson 

o Day 1:  Complete Module 3: Image Hiding in Octave tutorial (Day 1)   

o Day 2:  Complete the Module 3:  Image Hiding in Octave tutorial (Day 2) Task #1, 

Task #2, Task #3 

o Day 3:  Complete the Module 3:  Image Hiding in Octave tutorial Task #4 

 After the lesson 

o Discuss why the extracted image quality is lower than the original hidden image. 

 Answer:  It was reconstructed with only 3 bit planes instead of the 

original 8 bit planes, but since the 3 bit planes were the 3 MSB’s, most of 

the image is still able to be viewed. 

o Discuss some weaknesses of this technique.  This is discussed in the Lesson 

Background & Concepts section. 

 

 

Introduction & Motivation  
Have you ever wanted to send a secret message to someone without anyone else knowing or being able 

to read your message?  Steganography is the art and science of sending secret information.  

Steganography means “covered writing.”  Thousands of years ago, the Greeks would carve secret 

messages into wooden tablets and then cover them in wax so they looked like a normal wax table that 

people could write on, but the receiver was able to melt the wax away to read the secret message.  

Technology has catapulted us to newer and more secure ways of sending secret information.  Now, we 

can hide images, text, audio, and even videos into a “cover” image.  A cover image is the image that 

everyone will see that does not contain sensitive information.  You will hide the secret information into 

the cover image, but no one will be able to tell there is secret information hidden in the image just by 

looking at it. 

Steganography is useful for a variety of reasons.  It can be used by governments to send top secret 

information without spies even knowing that information is being delivered.  Doctors can use this to 

store medical records in an x-ray image, for example, to ensure a patient’s privacy is being protected.   

Even celebrities like Kim Kardashian could have used steganography to send secret information about 

the time and location of her wedding to her guests without the media being able to find out or Katy 

Perry could use steganography to send cuts of her new music to others for their input without the media 

knowing and releasing her music before she is ready to release.  Some people may want to hide an 
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image within another image as copyright protection so they can prove ownership.  The list of uses for 

steganography goes on and on. 

 

           Image A       Image B            Image C                             Image D 

                       
           Figure 19   Figure 20              Figure 21   Figure 22 

 

  

Example 

This is the cover 
image that does 
not contain any 
hidden 
information. 
 

This is the image 
to be hidden in 
the cover image. 
 

This is the cover 
image with the 
hidden message 
embedded. 
*Notice that this 
image looks almost 
exactly the same as 
the original image.  
This is good - no one 
will suspect that 
there is secret 
information hidden 
in the image. 
 

This is the 
hidden image 
after it has been 
extracted from 
the recipient.   
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Student/Teacher copy - Module 3:  Image Processing in Octave tutorial 
(Day 1) 
Learning Goal:  Use codes in Octave to manipulate images. 

 

Open Octave. 

In the command window, type “pkg load image” and enter.  (This must be done each time 

Octave is opened.) 

 

Task #1:  Display 2 images together in a subplot, 1 image in color and 1 image in grayscale with 

titles. 

Assign a variable and read an image on your 

computer. 

A = imread(‘Type the name of your file here’); 

Show the image. imshow(A); 

Give your image a title. title(‘Put your title here’) 

Change your image from color to grayscale and 

assign this a new variable name. 

A1 = rgb2gray(A); 

Create a new window to display the image. figure; 

Show the new grayscale image. imshow(A1); 

Give this image a title. title(‘Put your title here’) 

Make a subplot to show the color image and the 

grayscale image together.   

First, create a new window to display the images. 

figure; 

To code a subplot, determine the number of rows 

(1 row), columns (2 columns), and picture 

position ( 1st position). 

subplot (1, 2, 1); 

Show the image that you want displayed in the 1st 

position. 

imshow(A); 

Give this image a title. title(‘Put your title here’) 

Now plot the second picture in the second 

position.  This subplot still has 1 row, 2 columns, 

but this picture will be in the 2nd position so the 

last number will be 2. 

subplot (1, 2, 2); 

Show the image that will go in the 2nd position. imshow(A1); 

 

 

Give the 2nd image a title. title(‘Put your title here’) 
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Now you should see both images displayed side-by-side in the same window.  One should be in color 

and one should be in grayscale and they both should have the titles that you selected. 

Task #2:  Repeat task #1 with another image and use new variables. 

Assign another variable and read another image 

on your computer. 

B = imread(‘Type the name of your file here’); 

Show the image. imshow(B); 

Give your image a title. title(‘Put your title here’) 

Change your image from color to grayscale and 

assign this a new variable name. 

B1 = rgb2gray(B); 

Create a new window to display the image figure; 

Show the new grayscale image. imshow(B1); 

Give this image a title. title(‘Put your title here’) 

Make a subplot to show the color image and the 

grayscale image together.   

First, create a new window to display the images. 

figure; 

To code a subplot, determine the number of rows 

(1 row), columns (2 columns), and picture 

position ( 1st position). 

subplot (1, 2, 1); 

Show the image that you want displayed in the 1st 

position. 

imshow(B); 

Give this image a title. title(‘Put your title here’) 

Now plot the second picture in the second 

position.  This subplot still has 1 row, 2 columns, 

but this picture will be in the 2nd position so the 

last number will be 2. 

subplot (1, 2, 2); 

Show the image that will go in the 2nd position. imshow(B1); 

Give the 2nd image a title. title(‘Put your title here’) 

Again, you should see both images displayed side-by-side in the same window.  One should be in color 

and one should be in grayscale and they both should have the titles that you selected. 

Task #3:  Use your own images to create a subplot with at least 2 rows and 2 columns.  Include 

some color and some grayscale images.  Give each image a title. 
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Student Copy - Module 3:  Image Hiding in Octave tutorial (Day 2) 
 

Learning Goal:  To understand pixel intensity and create an image bit-plane. 

 

An image is made up of many, many pixels (pieces of an image).  Each pixel has an intensity 

value from 0 (black) to 255 (white).   

 

Task #1:   

Open paint on your computer (All Programs, Accessories, Paint), and click on “Edit Colors” in 

the tool bar.   

 

 
(You can also use the website http://www.colorpicker.com/ for this activity.) 

 

 What is the largest value you can enter for red, green, and blue? ____________ 

 

 What is the smallest value you can enter for red, green, and blue?  ____________ 

 

 What happens when all of the values for red, green, and blue are the same? 

 

_____________________________________________________________ 

  

1)Click different colors 

in the color panel, and 

look at their R, G, B 

values in the bottom 

right. 

 

2) Now, try entering 

different values for red, 

green, and blue and see 

what happens. 

 

http://www.colorpicker.com/
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Task #2 

 

1. Open Octave. 

2. In the command window, type “pkg load image” and enter.  (This must be done each 

time Octave is opened.) 

3. Read an image and assign a variable to it.  (Example:  A = imread(‘The name of your 

file’); 

4. In the workspace, double click on the variable you just assigned. 

5. A matrix of numbers will appear. 

 

 What do you think these numbers represent? 

 

_________________________________________________ 

 

 What do you think will be the largest possible number that you will see? 

 

_________________________________________________ 

 

 What do you think will be the smallest possible number that you will see? 

 

_________________________________________________ 

 

 If you see large numbers, what do you think this is representing in the image 

 

_________________________________________________ 

 

 If you see small numbers, what do you think this is representing in the image? 

 

_________________________________________________ 
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Task #3 

 

These pixel values that we have been working with are in decimal form, but can be converted 

to binary form in order to create a bit-plane.  Bit-planes are used to hide images. 

 

1. Start with your pixel value and divide by 2.   

2. If there is no remainder, put “remainder 0” 

3. If there is a remainder, put “remainder 1” 

4. Continue this process until you get to 1. 

5. Write the binary form starting with the last “1” and writing all of the remainders from 

the bottom up. 

 

Example: 

 

200 ÷ 2 = 100  Remainder 0 
100 ÷ 2 = 50  Remainder 0 
50 ÷ 2 = 25  Remainder 0 
25 ÷ 2 = 12  Remainder 1 
12 ÷ 2 = 6  Remainder 0 
6 ÷ 2 = 3  Remainder 0 
3 ÷ 2 = 1 Remainder 1 

 
Binary Form:  11001000 

 
 

 Convert the pixel value 98 from decimal form to binary form. 
 

Binary form _________________________ 
 

 Convert the pixel value 150 from decimal form to binary form. 
 
Binary form _________________________ 

 
You can check your answer using an online number converter such as: 
 
http://www.mathsisfun.com/binary-decimal-hexadecimal-converter.html 
 
 
  

http://www.mathsisfun.com/binary-decimal-hexadecimal-converter.html
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Task #4 (Day 3) 
 

In order to hide an image, you must convert each pixel to bit-plane. 
LSB = Least Significant Bit 

MSB = Most Significant bit. 
 

 MSB       LSB 

Bit 
Position 

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0 

Power 
of 2 

27 = 128 26 = 64 25 = 32 24 = 16 23 = 8 22 = 4 21 = 2 20 = 1 

Bit 
Value 

1 0 0 0 1 0 0 0 

 
 
 
 
 
 
 
 

 

        VS.   

 
Imagine you have a team of people working on a project.  The team leader represents the MSB 
– he/she is performing the bulk of the work for the project.  He/she comes in early, stays late to 
make sure the work is getting done.  Then there is another person that brings the coffee every 
day, but then sleeps all day and doesn’t complete any work – this person represents the LSB.  
Everyone else falls somewhere in between with their productivity.  If the coffee person (LSB) 
were to be removed from the team, of course there would be an impact – no more coffee – but 
it would be relatively small because this person did not complete any work.  However, if the 
team leader (MSB) were to be removed then there would be a huge impact on the team 
because this person completed most of the work.  It is the same idea with pixels and bit planes. 
 
 
 

Removing Bit 7 would result 
in a large change because its 
bit value is so large – it is the 
most significant bit.   
 

Bit 0 could be removed from 
this bit-plane and there would 
be very little change to how 
we view the pixel because its 
bit value is so small.   
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1. Open Octave. 

2. In the command window, type “pkg load image” and enter.  (This must be done 

each time Octave is opened.) 

3. Type the following code into the Editor window in Octave to create a bit plane for 

one of your images that you would like to be the “cover image”: 

close all; 

 

X=imread('Type the name of your file here'); 

X1=rgb2gray(X); 

figure; 

imshow(X1); 

Y = (X1); 

Z1 = bitget(Y,1); 

figure; 

subplot(2,4,1);imshow(logical(Z1));title('Bit plane 1'); 

Z11=reshape(Z1,[200*200,1]); 

 

Z2 = bitget(Y,2); 

subplot(2,4,2);imshow(logical(Z2));title('Bit plane 2'); 

Z22=reshape(Z2,[200*200,1]); 

 

Z3 = bitget(Y,3); 

subplot(2,4,3);imshow(logical(Z3));title('Bit plane 3'); 

Z33=reshape(Z3,[200*200,1]); 

 

Z4 = bitget(Y,4); 

subplot(2,4,4);imshow(logical(Z4));title('Bit plane 4'); 

Z44=reshape(Z4,[200*200,1]); 
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Z5 = bitget(Y,5); 

subplot(2,4,5);imshow(logical(Z5));title('Bit plane 5'); 

Z55=reshape(Z5,[200*200,1]); 

 

Z6 = bitget(Y,6); 

subplot(2,4,6);imshow(logical(Z6));title('Bit plane 6'); 

Z66=reshape(Z6,[200*200,1]); 

 

Z7 = bitget(Y,7); 

subplot(2,4,7);imshow(logical(Z7));title('Bit plane 7'); 

Z77=reshape(Z7,[200*200,1]); 

 

Z8 = bitget(Y,8); 

subplot(2,4,8);imshow(logical(Z8));title('Bit plane 8'); 

Z88=reshape(Z8,[200*200,1]); 

 

4. Save and run the file. 
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5. You should see something similar to this: 

 

  
 
The bit plane 1 picture shows the LSB.  Notice that you cannot see any of the original image in 
this picture. 
 
The bit plane 8 picture shows the MSB.  Notice that you can see most of the original image in 
this picture. 
 

6. Now type the following code into the same Editor window in Octave underneath the 

previous code to create a bit plane for one of your images that you would like to be 

the “hidden image”: 

A=imread('Type the name of your file here'); 

A1=rgb2gray(A); 

figure; 

imshow(A1); 

B = imresize(A1, [200 200]); 

figure; 

imshow(B); 
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C1=bitget(B,1); 

figure; 

subplot(2,4,1);imshow(logical(C1));title('Bit plane 1'); 

C11=reshape(C1,[200*200,1]); 

 

C2=bitget(B,2); 

subplot(2,4,2);imshow(logical(C2));title('Bit plane 2'); 

C22=reshape(C2,[200*200,1]); 

 

C3=bitget(B,3); 

subplot(2,4,3);imshow(logical(C3));title('Bit plane 3'); 

C33=reshape(C3,[200*200,1]); 

 

C4=bitget(B,4); 

subplot(2,4,4);imshow(logical(C4));title('Bit plane 4'); 

C44=reshape(C4,[200*200,1]); 

 

C5=bitget(B,5); 

subplot(2,4,5);imshow(logical(C5));title('Bit plane 5'); 

C55=reshape(C5,[200*200,1]); 

 

C6=bitget(B,6); 

subplot(2,4,6);imshow(logical(C6));title('Bit plane 6'); 

C66=reshape(C6,[200*200,1]); 

 

C7=bitget(B,7); 

subplot(2,4,7);imshow(logical(C7));title('Bit plane 7'); 
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C77=reshape(C7,[200*200,1]); 

 

C8=bitget(B,8); 

subplot(2,4,8);imshow(logical(C8));title('Bit plane 8'); 

C88=reshape(C8,[200*200,1]); 

 

 
7. Save and run the file. 

8. You should see something similar to this: 

         
 

The bit plane 1 picture shows the LSB.  Notice that you cannot see any of the original image in 
this picture. 
 
The bit plane 8 picture shows the MSB.  Notice that you can see most of the original image in 
this picture. 
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9. To hide the 2nd image, combine the 3 MSB’s of the hidden image with the 5 MSB’s of 

the cover image in a bit-plane.  The result will be one image hidden inside of 

another. 

 

 
 

10.  Now type the following code into the same Editor window in Octave underneath 

the previous code to hide the 2nd image inside of the 1st image. 

I_new=[C66,C77,C88,Z44,Z55,Z66,Z77,Z88]; 

 

J=bi2de(I_new); 

figure; 

imshow(J); 

J1=reshape(J,200,200); 

imshow(uint8(J1)); title (‘Picture is hidden in here’); 
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11.  You should see something similar to this: 

 
 

This image should be almost identical to your original cover image.  This way no one 

will suspect that there is a secret image or secret information hidden inside. 

 

12. To extract the hidden image, remove the 3 bit planes from the hidden image. 

 

13. Now type the following code into the same Editor window in Octave underneath the 

previous code to hide the 2nd image inside of the 1st image. 

figure; 

a=zeros(200*200,1); 

K=[a,a,a,a,a,C66,C77,C88]; 

K1=bi2de(K); 

K1=reshape(K1,[200,200]); 

imshow(uint8(K1)); title (‘Extracted picture’); 
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14.  You should see something similar to this: 

 

 
 

Notice that the quality of this extracted image is not as high quality as the original hidden 

picture. 
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Teacher Copy - Module 3:  Image Hiding in Octave tutorial (Day 2) 
 

Learning Goal:  To understand pixel intensity and create an image bit-plane. 

 

An image is made up of many, many pixels (pieces of an image).  Each pixel has an intensity 

value from 0 (black) to 255 (white).   

 

Task #1:   

Open paint on your computer (All Programs, Accessories, Paint), and click on “Edit Colors” in 

the tool bar.   

 

 
 

 What is the largest value you can enter for red, green, and blue? Answer:  255 

 

 What is the smallest value you can enter for red, green, and blue?  Answer:  0 

 

 What happens when all of the values for red, green, and blue are the same? 

 

Answer:  The color will be a shade of gray.  The closer the numbers are to 255, the closer 

the color will be to white.  The closer the numbers are to 0, the closer the color will be to 

black. 

1)Click different colors 

in the color panel, and 

look at their R, G, B 

values in the bottom 

right. 

 

2) Now, try entering 

different values for red, 

green, and blue and see 

what happens. 
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Task #2 

 

6. Open Octave. 

7. In the command window, type “pkg load image” and enter.  (This must be done each 

time Octave is opened.) 

8. Read an image and assign a variable to it.  (Example:  A = imread(‘The name of your 

file’); 

9. In the workspace, double click on the variable you just assigned. 

10. A matrix of numbers will appear. 

 

 What do you think these numbers represent? 

 

Answer:  Each number represents a pixel intensity value 

 

 What do you think will be the largest possible number that you will see? 

 

Answer:  255 

 

 What do you think will be the smallest possible number that you will see? 

 

Answer:  0 

 

 If you see large numbers, what do you think this is representing in the image 

 

Answer:  Lighter colors in the image. 

 

 If you see small numbers, what do you think this is representing in the image? 

 

Answer:  Darker colors in the image. 
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Task #3 

 

These pixel values that we have been working with are in decimal form, but can be converted 

to binary form in order to create a bit-plane.  Bit-planes are used to hide images. 

 

6. Start with your pixel value and divide by 2.   

7. If there is no remainder, put “remainder 0” 

8. If there is a remainder, put “remainder 1” 

9. Continue this process until you get to 1. 

10. Write the binary form starting with the last “1” and writing all of the remainders from 

the bottom up. 

 

Example: 

 

200 ÷ 2 = 100  Remainder 0 
100 ÷ 2 = 50  Remainder 0 
50 ÷ 2 = 25  Remainder 0 
25 ÷ 2 = 12  Remainder 1 
12 ÷ 2 = 6  Remainder 0 
6 ÷ 2 = 3  Remainder 0 
3 ÷ 2 = 1 Remainder 1 

 
Binary Form:  11001000 

 
 

 Convert the pixel value 98 from decimal form to binary form. 
 

Binary form Answer:  1100010 
 

 Convert the pixel value 150 from decimal form to binary form. 
 
Binary form Answer:  10010110 

 
You can check your answer using an online number converter such as: 
 
http://www.mathsisfun.com/binary-decimal-hexadecimal-converter.html 
 
 
  

http://www.mathsisfun.com/binary-decimal-hexadecimal-converter.html
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Task #4 (Day 3) 
 

In order to hide an image, you must convert each pixel to bit-plane. 
LSB = Least Significant Bit 

MSB = Most Significant bit. 
 

 MSB       LSB 

Bit 
Position 

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0 

Power 
of 2 

27 = 128 26 = 64 25 = 32 24 = 16 23 = 8 22 = 4 21 = 2 20 = 1 

Bit 
Value 

1 0 0 0 1 0 0 0 

 
 
 
 
 
 
 
 

 

        VS.   

 
Imagine you have a team of people working on a project.  The team leader represents the MSB 
– he/she is performing the bulk of the work for the project.  He/she comes in early, stays late to 
make sure the work is getting done.  Then there is another person that brings the coffee every 
day, but then sleeps all day and doesn’t complete any work – this person represents the LSB.  
Everyone else falls somewhere in between with their productivity.  If the coffee person (LSB) 
were to be removed from the team, of course there would be an impact – no more coffee – but 
it would be relatively small because this person did not complete any work.  However, if the 
team leader (MSB) were to be removed then there would be a huge impact on the team 
because this person completed most of the work.  It is the same idea with pixels and bit planes. 
 
 
 

Removing Bit 7 would result 
in a large change because its 
bit value is so large – it is the 
most significant bit.   
 

Bit 0 could be removed from 
this bit-plane and there would 
be very little change to how 
we view the pixel because its 
bit value is so small.   
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15. Open Octave. 

16. In the command window, type “pkg load image” and enter.  (This must be done 

each time Octave is opened.) 

17. Type the following code into the Editor window in Octave to create a bit plane for 

one of your images that you would like to be the “cover image”: 

close all; 

 

X=imread('Type the name of your file here'); 

X1=rgb2gray(X); 

figure; 

imshow(X1); 

Y = (X1); 

Z1 = bitget(Y,1); 

figure; 

subplot(2,4,1);imshow(logical(Z1));title('Bit plane 1'); 

Z11=reshape(Z1,[200*200,1]); 

 

Z2 = bitget(Y,2); 

subplot(2,4,2);imshow(logical(Z2));title('Bit plane 2'); 

Z22=reshape(Z2,[200*200,1]); 

 

Z3 = bitget(Y,3); 

subplot(2,4,3);imshow(logical(Z3));title('Bit plane 3'); 

Z33=reshape(Z3,[200*200,1]); 

 

Z4 = bitget(Y,4); 

subplot(2,4,4);imshow(logical(Z4));title('Bit plane 4'); 

Z44=reshape(Z4,[200*200,1]); 
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Z5 = bitget(Y,5); 

subplot(2,4,5);imshow(logical(Z5));title('Bit plane 5'); 

Z55=reshape(Z5,[200*200,1]); 

 

Z6 = bitget(Y,6); 

subplot(2,4,6);imshow(logical(Z6));title('Bit plane 6'); 

Z66=reshape(Z6,[200*200,1]); 

 

Z7 = bitget(Y,7); 

subplot(2,4,7);imshow(logical(Z7));title('Bit plane 7'); 

Z77=reshape(Z7,[200*200,1]); 

 

Z8 = bitget(Y,8); 

subplot(2,4,8);imshow(logical(Z8));title('Bit plane 8'); 

Z88=reshape(Z8,[200*200,1]); 

 

18. Save and run the file. 

 

 

 

 

 

 

 

 

 

 

 

 

 



  Image Hiding 

 

ZAPATA/IMAGE HIDING/JULY2014 54 

  

19. You should see something similar to this: 

 

  
 
The bit plane 1 picture shows the LSB.  Notice that you cannot see any of the original image in 
this picture. 
 
The bit plane 8 picture shows the MSB.  Notice that you can see most of the original image in 
this picture. 
 

20. Now type the following code into the same Editor window in Octave underneath the 

previous code to create a bit plane for one of your images that you would like to be 

the “hidden image”: 

A=imread('Type the name of your file here'); 

A1=rgb2gray(A); 

figure; 

imshow(A1); 

B = imresize(A1, [200 200]); 

figure; 

imshow(B); 
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C1=bitget(B,1); 

figure; 

subplot(2,4,1);imshow(logical(C1));title('Bit plane 1'); 

C11=reshape(C1,[200*200,1]); 

 

C2=bitget(B,2); 

subplot(2,4,2);imshow(logical(C2));title('Bit plane 2'); 

C22=reshape(C2,[200*200,1]); 

 

C3=bitget(B,3); 

subplot(2,4,3);imshow(logical(C3));title('Bit plane 3'); 

C33=reshape(C3,[200*200,1]); 

 

C4=bitget(B,4); 

subplot(2,4,4);imshow(logical(C4));title('Bit plane 4'); 

C44=reshape(C4,[200*200,1]); 

 

C5=bitget(B,5); 

subplot(2,4,5);imshow(logical(C5));title('Bit plane 5'); 

C55=reshape(C5,[200*200,1]); 

 

C6=bitget(B,6); 

subplot(2,4,6);imshow(logical(C6));title('Bit plane 6'); 

C66=reshape(C6,[200*200,1]); 

 

C7=bitget(B,7); 

subplot(2,4,7);imshow(logical(C7));title('Bit plane 7'); 
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C77=reshape(C7,[200*200,1]); 

 

C8=bitget(B,8); 

subplot(2,4,8);imshow(logical(C8));title('Bit plane 8'); 

C88=reshape(C8,[200*200,1]); 

 

 
21. Save and run the file. 

22. You should see something similar to this: 

         
 

The bit plane 1 picture shows the LSB.  Notice that you cannot see any of the original image in 
this picture. 
 
The bit plane 8 picture shows the MSB.  Notice that you can see most of the original image in 
this picture. 
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23. To hide the 2nd image, combine the 3 MSB’s of the hidden image with the 5 MSB’s of 

the cover image in a bit-plane.  The result will be one image hidden inside of 

another. 

 

 
 

24.  Now type the following code into the same Editor window in Octave underneath 

the previous code to hide the 2nd image inside of the 1st image. 

I_new=[C66,C77,C88,Z44,Z55,Z66,Z77,Z88]; 

 

J=bi2de(I_new); 

figure; 

imshow(J); 

J1=reshape(J,200,200); 

imshow(uint8(J1)); title (‘Picture is hidden in here’); 
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25.  You should see something similar to this: 

 
 

This image should be almost identical to your original cover image.  This way no one 

will suspect that there is a secret image or secret information hidden inside. 

 

26. To extract the hidden image, remove the 3 bit planes from the hidden image. 

 

27. Now type the following code into the same Editor window in Octave underneath the 

previous code to hide the 2nd image inside of the 1st image. 

figure; 

a=zeros(200*200,1); 

K=[a,a,a,a,a,C66,C77,C88]; 

K1=bi2de(K); 

K1=reshape(K1,[200,200]); 

imshow(uint8(K1)); title (‘Extracted picture’); 
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28.  You should see something similar to this: 

 

 
 

Notice that the quality of this extracted image is not as high quality as the original hidden 

picture. 
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Module 4:  Pseudo Random Numbers Generation 

 Before the lesson 

o Reserve a computer lab 

o Students should have already completed the Octave tutorial 

o Students should have already completed Module 3 

 During the lesson 

o Day 1:  Complete Module 4:  Pseudo Random Numbers Generation worksheet 

Tasks #1 - 3 

o Day 2:  Complete Module 4:  Pseudo Random Numbers Generation worksheet 

Task #4 

 After the lesson 

o Discuss students’ answers as a large group, then collect student work for 

grading. 

 

Introduction & Motivation  
So you’ve hidden your secret image or message, but how can you prevent all of the other 

students in the classroom from extracting your message now that everyone knows the 

extraction technique?  This is where Pseudo Random Numbers come into play.  Learn this new 

technique and ONLY the person that you give your secret “seed” to will be able to extract your 

image. 
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Student Copy - Module 4:  Pseudo Random Numbers Generation 
 

Learning Goal:  To use pseudo random numbers and geometric probability to provide extra 

security when hiding images. 

 

Task #1 

 Write down what you think pseudo random numbers are. 

 

     _______________________________________________________ 

 

 

Task #2 

 After the class discussion, write down what you learned about pseudo random numbers. 

 

_______________________________________________________ 

 

 

Task #3 

 Create a secret seed number, but do not share it with anyone else. 

 Open Octave. 

 In the command window, type “pkg load image” and enter.  (This must be done each 

time Octave is opened.) 

 Enter the following code: 

rand(‘seed’, Put your secret seed number here) 

randperm(Put the number of how many random numbers you want) 

 

 

 

 

 

 

 

 

 

 

 



  Image Hiding 

 

ZAPATA/IMAGE HIDING/JULY2014 62 

  

Example: 

 

 
 

In this example, the seed number is 25 and it gave me 10 numbers ranging from 1 – 10 

and none of them repeat.   

 

Now, if you give someone else your secret seed number and they enter it into Octave 

they will receive the same 10 numbers in the same order. 

 

You can use this string of pseudo random numbers to scramble the pixels.  Here is an example 
of how pixels from a hidden image can be randomly hidden in the cover image. 
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 Write down the string of numbers that were produced with your seed: 

 

_____________________________________________________________ 

 

 Now, trade seeds with someone and write down the number you get with their seed: 

 

_____________________________________________________________ 

 

 Compare the results.  Did you get the same numbers as your partner did with the same 

seed? 
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Task #4 

 

 
 

Pseudo random numbers give us reproducible numbers that seem random, but they also 

give us numbers that do not repeat.  This is important to prevent collisions of pixels.  Truly 

random numbers may give us numbers that repeat and then we would have more than one 

pixel trying to go to the same spot. 

     
             Figure A       Figure B 

 

 

 

 

 

 

 

 

 

 

 

 

 

If the area of the image you are 
going to hide is small compared to 
the cover image, then there is less 
chance that the numbers will 
repeat with truly random numbers 
and collide. 

But if the area of the image you 
are going to hide is large 
compared to the cover image, 
then there is more chance that the 
numbers will repeat with truly 
random numbers and collide. 
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1. Use Geometric Probability to determine the probability that a point lies in the shaded 

region. 
12 inch

 

P (Shaded region) = 
𝐴𝑟𝑒𝑎 𝑜𝑓 𝑠ℎ𝑎𝑑𝑒𝑑 𝑟𝑒𝑔𝑖𝑜𝑛

𝐴𝑟𝑒𝑎 𝑜𝑓 𝑒𝑛𝑡𝑖𝑟𝑒 𝑓𝑖𝑔𝑢𝑟𝑒
 

 

Step 1:  Find the area of one of the circles A = ∏ r2 

 

 

 

 

Step 2:  Since there are 4 circles, multiply the 

result by 4. 

 

 

 

 

Step 3:  Now, find the area of the entire 

figure – a square. 

A = s2 

 

 

 

Step 4:  Divide the result in Step 2 by the 

result in Step 3. 

P(shaded region) = 
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2. Use Geometric Probability to determine the probability that a point lies in the shaded 
region. 

 

 
 
P(shaded region) =  ______________________________________ 
 

3. Compare your answers from #1 and #2.  In which case would it be more important to 
use Pseudo Random Numbers to hide an image?  Why? 
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Teacher Copy - Module 4:  Pseudo Random Numbers Generation 
 

Learning Goal:  To use pseudo random numbers and geometric probability to provide extra 

security when hiding images. 

 

Task #1 

 Write down what you think pseudo random numbers are. 

Answer:  Students may have any answer here. 

     _______________________________________________________ 

 

 

Task #2 

 After the class discussion, write down what you learned about pseudo random numbers. 

Sample answer:  Pseudo random numbers look and seem random, but they are not truly 

random.  They are reproducible with a seed number.  They will not repeat numbers. 

_______________________________________________________ 

 

 

Task #3 

 Create a secret seed number, but do not share it with anyone else. 

 Open Octave. 

 In the command window, type “pkg load image” and enter.  (This must be done each 

time Octave is opened.) 

 Enter the following code: 

rand(‘seed’, Put your secret seed number here) 

randperm(Put the number of how many random numbers you want) 
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Example: 

 

 
 

In this example, the seed number is 25 and it gave me 10 numbers ranging from 1 – 10 

and none of them repeat.   

 

Now, if you give someone else your secret seed number and they enter it into Octave 

they will receive the same 10 numbers in the same order. 

 

You can use this string of pseudo random numbers to scramble the pixels.  Here is an example 
of how pixels from a hidden image can be randomly hidden in the cover image. 
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 Write down the string of numbers that were produced with your seed: 

Answer:  Students will have different numbers depending on Octave and seed number. 

_____________________________________________________________ 

 

 Now, trade seeds with someone and write down the number you get with their seed: 

Answer:  Students will have different numbers depending on Octave and seed number. 

 

_____________________________________________________________ 

 

 Compare the results.  Did you get the same numbers as your partner did with the same 

seed? 

Answer:  Students should get the same numbers as their partner with the same seed. 
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Task #4 

 

 
 

Pseudo random numbers give us reproducible numbers that seem random, but they also 

give us numbers that do not repeat.  This is important to prevent collisions of pixels.  Truly 

random numbers may give us numbers that repeat and then we would have more than one 

pixel trying to go to the same spot. 

     
             Figure A       Figure B 

 

 

 

 

 

 

 

 

 

 

 

 

 

If the area of the image you are 
going to hide is small compared to 
the cover image, then there is less 
chance that the numbers will 
repeat with truly random numbers 
and collide. 

But if the area of the image you 
are going to hide is large 
compared to the cover image, 
then there is more chance that the 
numbers will repeat with truly 
random numbers and collide. 
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4. Use Geometric Probability to determine the probability that a point lies in the shaded 

region. 
12 inch

 

P (Shaded region) = 
𝐴𝑟𝑒𝑎 𝑜𝑓 𝑠ℎ𝑎𝑑𝑒𝑑 𝑟𝑒𝑔𝑖𝑜𝑛

𝐴𝑟𝑒𝑎 𝑜𝑓 𝑒𝑛𝑡𝑖𝑟𝑒 𝑓𝑖𝑔𝑢𝑟𝑒
 

 

Step 1:  Find the area of one of the circles A = ∏ r2 

 

Answer:  A = ∏ (3)2 

A = 9∏  

A = 28.26 in.2 

 

Step 2:  Since there are 4 circles, multiply the 

result by 4. 

Answer:  A = 28.26 * 4 

                 A = 113.04 in.2 

 

Step 3:  Now, find the area of the entire 

figure – a square. 

A = s2 

Answer:  A = (12)2 

A = 144 in.2 

 

Step 4:  Divide the result in Step 2 by the 

result in Step 3. 

Answer: 

P(shaded region) = 
                                113.04                     

     144
 

 

P(shaded region) = 0.785 = 78.5% 
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5. Use Geometric Probability to determine the probability that a point lies in the shaded 

region. 
 

 
 
 

Answer:  P(shaded region) =  
4

25
 = 0.16 = 16% 

 
 

6. Compare your answers from #4 and #5.  In which case would it be more important to 
use Pseudo Random Numbers to hide an image?  Why? 

 
Answer:  It would be more important to use Pseudo Random Numbers in #4 because the 
probability is higher which means that the hidden image is covering more area and there 
is more chance of numbers repeating with truly random numbers. 
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Lesson Scaling  
 Implementation and Student Level Scaling 

o Plan A: Complete Modules 1 - 4 
o Plan B: Complete Modules 1 & 3 
o Plan C: Complete Modules 1 & 4 (task 4 only) 

TROUBLESHOOTING TIPS  
[(optional) Anticipated problems - Think through likely common snags that might be 

encountered while conducting the lesson and activity. Suggest solutions, approaches to avoid 

pitfalls, etc. This section may be easier to complete after implementation.] 
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ASSESSMENT & EVALUATION 
[Provide assessment tools for teachers to assess the learning objectives described earlier. How 

do you know if the students “got it” during and after the activity? Provide active and embedded 

ways for the teacher to gauge what students know about the topic at the beginning, and 

whether students met the learning objectives at the end.]  

 Pre-Lesson Assessment (formative)  

o Quick-write:  “How is Geometry used in Image Processing?” 

 Lesson Embedded Assessment (formative) 

o Module 1:  Tools of Geometry activity sheet 

o Module 2:  Octave tutorial – Conditional statements activity sheet 

o Module 3:  Image Processing in Octave tutorial (Day 1) activity sheet 

o Module 3:  Image Processing in Octave tutorial (Day 2) activity sheet 

o Module 3:  Image Processing in Octave tutorial (Day 3) activity sheet 

o Module 4:  Pseudo Random Numbers Generation activity sheet 

 Post-Lesson Assessment (summative): 

o Portfolio containing each student’s activity sheets for each module and 

electronic versions of the codes they created in Octave. 

 Student Feedback Survey: 

[Electronic form created and provided by AEGIS] 

 

 

ATTACHMENTS 
 
Octave Tutorial 
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